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February 25, 2021
Dear Pennsylvania Public Water Company:
On Feb. 5, 2021, a water treatment plant in Oldsmar, Florida, experienced a cyberattack which was intended to gain control over the Supervisory Control and Data Acquisition (SCADA) systems used to monitor and regulate the amount of sodium hydroxide within the water supply.  Sodium hydroxide is used for pH adjustment and can be harmful at high concentrations.  

The threat actor accessed the water treatment plant’s SCADA controls via remote access software called TeamViewer.  TeamViewer was installed on several computers to conduct system status checks and to respond to alarms and issues that arose during the water treatment process.  The threat actor used this software to access the SCADA systems to increase the sodium hydroxide levels in the water to harmful levels. 

Fortunately, water treatment plant personnel were present during the cyberattack and were able to change the dosing amounts back to the proper levels before any harm/damage was done.  As a result, the water treatment process remained unaffected and continues to operate as normal.

This incident is still under investigation, but preliminary investigatory information released from the U.S. Department of Homeland Security (DHS), Critical Infrastructure Security Agency (DHS-CISA) and the Federal Bureau of Investigation (FBI) point to a lack of cybersecurity controls being the root cause of the incident.  Specifically, the plant’s computers running the SCADA system used the 32-bit version of the Windows 7 operating system, which is no longer supported by Microsoft.  Furthermore, all computers shared the same password for remote access and appeared to be connected directly to the Internet without any type of firewall protection installed.

Recommended Mitigation

Based on the information released by DHS-CISA and the FBI, the Pennsylvania Public Utility Commission (PUC) recommends that Pennsylvania water utilities apply the following cyber hygiene measures to help them protect against cyberattacks: 

· Update all Microsoft computers and laptops to Windows 10.

· Use multiple-factor authentication.

· Use strong passwords to protect Remote Desktop Protocol (RDP) credentials.

· Ensure anti-virus, spam filters, and firewalls are up to date, properly configured and secure.

· Audit network configurations and isolate computer systems that cannot be updated.

· Audit your network for systems using RDP, closing unused RDP ports, applying multiple-factor authentication wherever possible, and logging RDP login attempts.
· Audit logs for all remote connection protocols; and if possible, create alerts when unauthorized attempts are made to gain access to your networks and SCADA devices.

· Train users to identify and report attempts at social engineering.

· Identify and suspend access of users exhibiting unusual activity.

In addition to these cyber hygiene measures, the PUC strongly recommends that water utilities conduct physical and cybersecurity risk assessments on their critical infrastructure.  This can be accomplished by an internal risk assessment team that would use SCADA and cybersecurity standards from the National Institute of Standards and Technology (NIST) or using a third- party risk assessment consultant.

You also can request that DHS-CISA conduct a free risk assessment of your facilities and Information Technology/Operations Technology (IT/OT) infrastructure.  For more information about this assessment, please reference the following URL:  https://www.cisa.gov/cyber-resource-hub.  

For more information on how to schedule an assessment, please contact the DHS-CISA Regional Cybersecurity Coordinator:

Franco Cappa, CISSP

Cybersecurity Advisor

Cybersecurity and Infrastructure Security Agency

Email: franco.cappa@cisa.dhs.gov
Additional Information and Resources 

· National Institute of Standards: https://www.nist.gov/ 

· AA21-042A: Compromise of U.S. Water Treatment Facility: https://us-cert.cisa.gov/ncas/alerts/aa21-042a  

· American Water Works Association (AWWA) Water Sector Cybersecurity Risk Management Tool:  https://www.awwa.org/Resources-Tools/Resource-Topics/Risk-Resilience/Cybersecurity-Guidance 

· CISA & NSA Alert on Immediate Actions to Reduce Exposure Across Operational Technologies and Control Systems: https://us-cert.cisa.gov/ncas/alerts/aa20-205a 

· CISA Industrial Control Systems Advisories and Reports: https://us-cert.cisa.gov/ics 

· EPA Incident Action Checklist for Cybersecurity: https://www.epa.gov/sites/production/files/2017-11/documents/171013-incidentactionchecklist-cybersecurity_form_508c.pdf 

· EPA Water Sector Cybersecurity Sector Brief for States: https://www.epa.gov/sites/production/files/2018-06/documents/cybersecurity_guide_for_states_final_0.pdf 

· EPA Cybersecurity Best Practices for the Water Sector: https://www.epa.gov/waterriskassessment/epa-cybersecurity-best-practices-water-sector 

· WaterISAC’s 15 Cybersecurity Fundamentals: https://www.waterisac.org/system/files/articles/15%20Cybersecurity%20Fundamentals%20%28WaterISAC%29.pdf 

Cybersecurity Incident Reporting

· Local Law Enforcement or 911 Center

· Pennsylvania Public Utility Commission, Bureau of Technical Utility Services, Emergency Agency Representative 717-941-0003

· Pennsylvania State Police, Pennsylvania Criminal Intelligence Center (PaCIC):  https://www.homelandsecurity.pa.gov/ReportSuspiciousActivity/Pages/default.aspx 

· DHS-CISA Cybersecurity Incident Reporting: https://us-cert.cisa.gov/report 

· FBI CyWatch - Contact your local FBI field office at www.fbi.gov/contact-us/field, or the FBI’s 24/7 Cyber Watch (CyWatch) at 855-292-3937 or by e-mail at CyWatch@fbi.gov 

Please let me know if you have any questions regarding this notification.  I can be reached at 717- 425-5327 or via email at  miholko@pa.gov.

Sincerely,

Michael Holko, Director, Office of Cybersecurity Compliance and Oversight

Pennsylvania Public Utility Commission 

400 North Street, 3rd Floor North 

Commonwealth Keystone Building, Harrisburg, PA 17120
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